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L Motivation

Motivation: botnets and SPAM

m Can we learn about botnets looking into our junk
folders?

m Botnet is an army of compromised machines,
"zombies" or "bots", under the command and control
of a single "botmaster".

m Sending SPAM, viruses, denial of service attacks,
stealing identity data ...

m Botnets are the primary security threat on the Internet
today. They are global and multi million dollar
business.
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L Motivation

Motivation: botnets and SPAM

m Statistical analysis of SPAM emails may reveal properties
of botnets sending them.

m Why should we study botnets indirectly?

m Honeypots are used for botnet detection but botnets
respond with distributed denial of service attack (DDoS) as
soon as they recognize the researcher.

m Inner working of botnets not known.



Inter-arrival times of messages sent through complex netwo

L Motivation

L Botnets basics

Outline

Motivation
m Botnets basics



Inter-arrival times of messages sent through complex netwo rks

L Motivation

L Botnets basics

Botnet architectures (basic principles)

m Centralized botnets: Command and Control center (easier
to create, faster responding to command, but easier to detect)
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L Motivation

L Botnets basics

m Distributed Command and Control: pyramid structure,

multi-server

Distributed
Command & Control
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L Motivation

L Botnets basics

m Distributed Command and Control: peer to peer
communication (random)
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L Motivation
|—SPAM EQEVSS

SPAM analysis

m Done mainly for developing new
filtering techniques.

m Network based filtering techniques
=> networks of computers used by
different spammers

m correlated with the existing botnet
StrUCtu re F. Li, M. Hsieh, CEAS 2006

Correlations in inter-arrival times of messages from the same
cluster!
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L Motivation

|—SPAM EQEVSS

SPAM in a junk folder

m Distribution of inter-arrival times of SPAM emails
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L Random walks on directed networks

L Model in detail

Random walk on directed network

m Construct a directed network
using configurational model:
no correlations, inputs and outputs from
chosen distributions (poisson, power
law...), # of in and out links equal, no
multiple links, no self links

m Choose a sender (source) and a
receiver (sink) randomly,
possibly according to their out /
in degree
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L Random walks on directed networks

L Model in detail

More complex processes

m Senders are sending
messages

m Messages take random paths

m Measuring inter-arrival times
of messages reaching the

m Different experimental setups
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L Results

|—P0isson distributed links

Random networks (Poisson degree distribution)

m Distribution of inter-arrival times in random networks,
complex dynamical process
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m Same shape of the distribution independent on the details
of the dynamical process!
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L Results

|—P0isson distributed links

m Distribution of inter-arrival times of SPAM emails
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L Results

|—P0isson distributed links

Distribution of first passage times, simple process
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Poisson distribution (<k>=4), receiver in degree = sender out degree = 4, N=10000
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L Results

|—P0isson distributed links

Distribution of inter-arrival times
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L Results

|—P0isson distributed links

Distribution of inter-arrival times
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L Results

|—P0isson distributed links

Distribution of inter-arrival times
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|—P0isson distributed links

Distribution of first passage times
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L Results

L Poisson+1

Distribution of inter-arrival times, poisson+1
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link distribution: Poisson(<k>=4)+1, receiver in degree = sender out degree =4
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L Results

L Poisson+1

Distribution of inter-arrival times, poisson+1
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L Results

L Poisson+1

Distribution of first passage times, poisson+1
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L Results

|—Scale free networks

Distribution of inter-arrival times, scale free
networks
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link distribution: power law (X =3), receiver in degree = sender out

degree =4
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|—Scale free networks

Distribution of first passage times, scale free
networks
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L Conclusions and Outlook

Conclusions and Outlook

m Distribution of inter-arrival times of messages
reaching the receiver is independent on the details of
the dynamical process

m Underlying network topology determines
distribution of inter-arrival times

m We can learn about botnet topologies by analyzing
dynamics of spamming process

m Botmasters rapidly adopt topologies that work =>
topological analysis worth future research
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L Conclusions and Outlook

First passage times and inter-arrival times of
multiple random walkers

m Not only the model for botnet activity
m Communication in P2P and ad hoc networks

m Number of messages that has to be sent to assure that
one will come in the shortest time

m Pervasion of viruses on the internet
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