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Definition

The energy system is a subsystem of infrastructure systems.

Infrastructure systems can be subjects to threats or hazards.
Holmgren (2006)

Assumption

As threats and hazards we only consider intentional attacks and
random failures (errors).
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Security of Energy Supply

Definition
The supply security is the constantly sufficient and uninterrupted
satisfaction of demand for energy.
Piot (2005)
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Energy supply network

Definition
Directed graph G = (N ,L), where N is the set of nodes and L is
a set of links between these nodes.

Nodes are stations or stages (e.g. resources, mining, or final
energy demand).
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Definition
Resilience is a system property and denotes in which way an external
stress or internal changes affect the character of the system.
Scholz and Tietje (2002), based on the formulation of Holling (1973)

Methodologies

Structural analysis (error and attack tolerance)
Holmgren (2006), Rosato et al. (2008), Carvalho et al. (2009), Chen et al. (2009)

Flow analysis
Lee, Mitchell and Wallace (2007), Geidl (2007)

For other sources of methodologies, see:
Brandes and Erlebach (2005), Barrat, Barthélemy and Vespignani (2008)
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Studies/Analyses
Abstract supply networks

Analysis
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Abstract 3 × 5 – supply network

Definition
The set of nodes N is partitioned
into

energy sources
NSO = {1, 6, 11},

energy sinks
NSI = {5, 10, 15},

and energy conversions and
distributions NCD

such that N = NSO ∪NSI ∪ NCD.

Saša Parad April 20, 2010 p. 10



Overview Energy Systems Resilience Studies/Analyses Questions Discussion References

Some topological indicators

Indicator Definition Interpretation

Diameter Diam = max dij Distance measure from
sources to sinks

Efficiency E = 1
N(N−1)

∑
i 6=j 1/dij Performance measure

Local efficiency Eloc = 1
N

∑
i∈N E(Gi) ”Local” version of the

performance measure

where dij is the shortest path length between nodes i and j in graph G
and the subgraph Gi is the neighborhood of the node i.
Crucitti, Latora, and Marchiori (2004)
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Single-commodity flow
Links from L allow for physical energy flows. To each link we
assign an upper bound of the flow c : L → R

+, (i, j) 7→ cij and a
lower bound of the flow b : L → R

+, (i, j) 7→ bij .
All nodes of N are associated with an offer relation
y : N → R, i 7→ yi , where it represents the power entering
(positive value) or leaving (negative value) the system at the
node i.
The upper and lower energy supply capacity relation for all
nodes are defined as γ : N → R, i 7→ γi and β : N → R, i 7→ βi ,
respectively, where βi ≤ yi ≤ γi for each node i.
For every node j, we impose the flow conservation constraints
defined by ∑

i 6=j

xij −
∑

k 6=j

xjk = yj ,

where the power flow xij is such that bij ≤ xij ≤ cij .
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Feasibility

Definition
The energy supply network is feasible, if the security of energy supply
can be provided, i.e., if the single-commodity flow problem can be
solved.
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Analysis of the three system configurations
with respect to error (R) and attack (A)

Algorithm for the Monte Carlo simulation

For s = 1, . . . , 1000 do
Load the system configurations for G1, G2 and G3
Load the flow model for each configuration
While number of links for each configuration 6= 0:

Load the minimal energy flows
Solve the linear programming problem ⇒ feasible ∈ {0, 1}
Compute all topological indicators and multiply with feasible
Remove one link with a predefined removal strategy

end
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Question
Are the three topological indicators good measures for assessing the
resilience of energy supply networks with respect to errors or attacks
under the feasibility condition?
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Figure: The diameter of G1, G2 and G3 under attacks (A) and random
removal (R), according to the algorithm
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Efficiency
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Figure: The efficiency of G1, G2 and G3 under attacks (A) and random
removal (R), according to the algorithm
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Local efficiency
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Figure: The local efficiency of G1, G2 and G3 under attacks (A) and random
removal (R), according to the algorithm
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Conclusion
The diameter Diam shows unexpected behavior for G3 under
attack and random removal.

The efficiency E and the local efficiency Eloc of G3 after one
attack is smaller than the efficiency and the local efficiency of G2

after one attack.
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Further questions
Is it possible to structurally analyze the substitutability of an
energy carrier in a supply network?

What indicators can qualitatively best describe a specific
property of an energy carrier and how can these indicators be
integrated as a single measure?
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Discussion

Thank you!
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